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Background

1. EFRAG operates the ESRS Knowledge Hub as a central knowledge platform for the
European Sustainability Reporting Standards (ESRS). The Hub provides standards (both
ESRS and VSME), Implementation Guidance (IG), Q&As, glossary content, the 1G3 datapoint
list (as a separate table within the Hub) as well as XBRL taxonomy elements and their
complex cross-references in a structured and curated form. The KH was developed using a
dedicated funding (“Pilot grant”), which enables EFRAG to extend its functionality further

with a repository function.

2. Additionally to the KH, EFRAG hosts an XBRL converter, that allows producing human- and
machine-readable VSME reports, based on the VSME Digital Template. However, at this
stage voluntary sustainability reports can only be produced and downloaded, not stored
and/or distributed. In this regard, EFRAG supported SMEs and their ecosystem with the
preparation of the report through the VSME Digital Template but did not solve yet the issue
of a missing central repository and/or distribution hub that helps SMEs to publish voluntary
reports and to send them to their respective business counterparts (i.e. banks, investors,
large corporates, etc.). Such a central function was demanded by national initiatives,
associations of preparers and users and many other stakeholders during public
consultation, in order to mitigate the fact that the European Single Access Point (ESAP)

does not allow voluntary submissions till 2031 for FY2030.

3. EFRAG is welcoming proposals and/or quotes from service providers and software vendors
on implementing the system as described in this document. Proposals can be submitted via

mail to call.for.tenders@efrag.org till 6 July 2026, see more information in chapter 8. Offer

Submission Notes.

General objective of the Temporary KH Repository and Distribution Hub

4. EFRAG intends to implement a repository, that will allow different use-cases (or user

stories) for report collection and distribution. Parts of such a repository have been
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implemented already as part of the BCG ESRS report repository (only for public ESRS

reports gathered by BCG), which is available under insights.efrag.org and rendered in the

Knowledge Hub via an iFrame.

5. In order to have a solid technical system, that allows uploading, managing, browsing and
distributing reports, the Knowledge Hub should ideally be used as the technical basis. It
comes already with a registration mechanism, administration backend, automatable API, a

permission system and an optional payment module.

6. While the actual implementation can be done in different phases, (e.g. first without
publication/distribution mechanisms), all user stories are provided here. A holistic system
architecture with a generic database to store reports will be the most efficient

implementation, irrespective of which user stories will be supported in the beginning.

7. In order to have a quick implementation and go-to-market, a phased-in implementation is

desired. A phasing-in could be arrange in this order:
a) Phase 1: User Story S1

b) Phase 2: User Story S2, S5 & S6

c) Phase 3: User Story S3, S4 and S5a.
8. Key specifications of terms in this document:
a) While the platform is able to cope with different report types, because it is a

generic implementation, it should be limited to voluntary VSME or
voluntary/mandatory ESRS sustainability reports with a robust identification
system. GRI and other reports (CDP, ISO, etc.) will not be accepted. Reports might

be combined with other disclosures, like financial statements, EMAS or ISSB.

b) The term “voluntary” in this document refers to the voluntary submission of
reports (ESRS and VSME reports) to EFRAG and is not related to the Voluntary
Standard (VS) which would correspond to VSME, or standards based on VSME.

c) The term “user” in this document represents any person using the software
solution, and it is not exclusively related to users in terms of users of information

(analysts, etc.).

d) The voluntary report submission to the Knowledge Hub could be closed as soon
as the ESAP enables voluntary submissions (potentially in 2031). In any case, the
ESMA ESAP could be connected as a receiver of reports, enabling EFRAG to

forward any report received to ESMA, acting as a collection body.
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10.

e) The term “public” and “public repository” in this document refers to the fact that
the public reports are visible to anyone that signed up to the KH. Unregistered

access is not foreseen.

III

f) The term “withdrawal” refers to a situation where either the submitter of the
report, or the EFRAG Secretariat wish to delete a report that was published or

distributed before.

g) The term “receiver” refers to any external organisation, like a national platform

and/or initiative, a bank or banking association, a public repository (like ESAP).

h) The term Knowledge Hub (or KH) in this document refers to the system
integrating the repository. However, it might also be implemented as a separate

solution.

The following user stories represent a non-technical description of what a person could use
the system for — from very different perspectives. They serve the purpose of discussing and
defining the objective and functional requirements of the desired system between business

users (EFRAG secretariat).

The second part of the document contains more detailed technical requirements details

needed for a formal proposal from potential vendors.

User Story S1: Confidential voluntary submission of sustainability reports to EFRAG for

analytical purposes

11.

12.

13.

A preparer (SME) wants to share VSME (or ESRS) reports for analytical purposes only with
EFRAG (i.e. not part of a public repository, but part of a repository accessible for EFRAG
only). Those users can upload the report in a PDF format (for both ESRS and VSME reports),
or as structured digital reports: Digital Template (XLSX) in case of VSME, or XBRL format. In
order to complete the submission, the user needs to sign up with his contact details and
agrees that he/she is authorized to share the report with EFRAG. Additional mandatory

metadata is required (see Appendix: Report Metadata fields below).

The report is either submitted directly via file upload, or via the XBRL converter
automatically (via an API), which asks for a login if the user agrees to submit the report to
EFRAG after a successful conversion. Users of the converter should be encouraged to share
the report with EFRAG (e.g. opting out is required, by default reports are shared with
EFRAG). Additionally, valid reports converted from the Digital Template should be shown

as “valid” (e.g. with a specific icon) to encourage the usage.

As soon as a report is submitted, it is reviewed by the Secretariat (see workflow details

below in the document) to ensure that the report and its submitter are trustworthy, and
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14.

15.

16.

17.

document this in the system. From the moment the report is considered confidential and

available for selected EFRAG secretariat members, then it should be only visible to them.

After submitting a report, a confirmation is sent to the user via mail, with the information
that the report submission is being reviewed by EFRAG. Once the report is finally checked,
the submitter receives an e-mail with either the confirmation, that report has been

successfully submitted, or that it has been rejected and the reason for that.

If the report is provided in a structured format, specific datapoints are automatically
extracted and saved in the repository (revenue, assets, number of employees, country of

operation, NACE codes).

Following a submission of a report, an authenticated user submitting the report might want
to withdraw the report and/or replace it with an updated version at a later stage. This could
be done by logging into the KH and selecting the previously submitted report and clicking

“Withdraw” or “Replace with new version”.

A withdrawn report is marked as “withdrawn” and then only visible to EFRAG secretariat
members. If the report was previously distributed to report receivers, those are notified

that the report submission is withdrawn.

User Story S2: Voluntary submission of sustainability reports to EFRAG’s public repository

18.

Similar to user story S1, a user chooses to submit its report (published or unpublished) to
the EFRAG public repository. In contrast to S1, in which the report remains confidential,
after accepting the terms and conditions, and approval of the report through EFRAG (see

below), this report will then be accessible to all Knowledge Hub registered users.

User Story S3: Voluntary submission & public/confidential distribution of the voluntary

sustainability reports

19.

20.

21.

Similar to the user story S1 and S2, a user additionally expresses his or her will to forward

the report (either public or confidential) to specified banks or other financial institutions.

Depending on the choice, the report is made available on the KH for registered users, after
passing checks to confirm its authenticity (see appendix). If EFRAG decides later to enable
a paywall for the repository, this should be technically possible and implemented from the

beginning.

The person submitting the report could choose previously registered platforms or banks to
share the report with. Those will be notified, that a report is shared with them (via e-mail),
and they can download it via an APl in an automated fashion. A permanent link to the
report itself in the KH is provided to the person submitting, which allows it to share the

report and invite the receiver to get the report. This could particularly be helpful for the
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22.

23.

24.

25.

submitter to invite other stakeholders and receivers of the report to invite them to sign-up

to the KH to download it.

This user story requires that a bank or other business counterparts (large corporates,
platforms, etc.) interested in the voluntary sustainability reports wants to sign up to the
Knowledge Hub as user of data, that can either receive public reports in an automated

fashion, or even confidential reports, if the preparer decides to do so.

The bank or other business counterparts (large corporates, platforms, etc.) needs to prove
their authenticity while signing up to the Knowledge Hub as “users of data”. The business
counterpart will receive the report only after a successful assessment of EFRAG Secretariat

that approves the authentication of the request.
Once areport is made available for a receiver it can get a mail and automatable notification.

Signed up receivers in the KH will be provided in the list of “receivers” for report submitters.

User Story S4: A national initiative connects to the Knowledge Hub

26.

27.

28.

This user story outlines the case in which national initiatives or platforms (DNK, Danish
platform, business register, ESAP, etc.) have the possibility to upload directly to the

Knowledge Hub ESRS or VSME reports from their platform.

In practice, Company X will fill in the ESRS or VSME report on the national platform and will
be given the possibility to share directly the report with EFRAG’s repository (either for
internal analytical purposes if the company would not like to have the report published or
public if the company wishes to). National initiatives or platforms will have to be approved

by EFRAG, meaning that EFRAG verifies that the platform or initiative is a national one.

Vice-versa, national initiatives can also connect to the repository in order to receive

reports, as described below.

User Story S5: An individual user signs up to the Knowledge Hub to browse and explore public

sustainability reports

29.

This user story provides an interactive feature for individual users of the Knowledge Hub to
browse and download the reports within KH repository. Similarly to the existing interface
of the State of Play 2025, the reports can be filtered by the meta-data fields like country,
name of the company, revenue, assets and number of employees or sector (NACE or other
classification system). Individual files can be downloaded, as well as bulk downloads (ZIP).
The system should enable EFRAG Secretariat to have statistics how the reports are used
(e.g. download count). Optionally, the system could even log which person is downloading
which report — with the option to opt out. Users could set certain companies as

“favourites”, which would trigger a notification when new reports are submitted.
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30. The system should enable a full-text search on all reports, additionally to the filters on the

meta-data of the report and company.
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User Story S5a: An individual bank, a banking association or a national initiative connects to
the KH to receive submitted reports

31. Abank (or banking association) or national initiative can register in the Knowledge Hub for
receiving reports. It does so, by filling a specific request, and adding IBANs and LEls,
associated with at least the name of the bank, country & city or operation. The request
needs to be approved by the EFRAG secretariat in order enable the receiver to actually
receive the files. Files are provided in an automatable fashion, e.g. via an RSS feed or API
that allows banks to “pull” reports from the KH. Banks are notified about submissions to
them (via e-mail, with a download link), but no push is performed. External receivers of the
reports need to implement an API interface in order to download/pull the reports in an

automated way.

32. Auser can login to see the list of reports distributed to him as well.

User Story S6: EFRAG Secretariat manages reports and receivers in the backend

33. In a backend, the EFRAG secretariat has the option to add or remove reports, manually
review them following a predefined and automated procedure to check the authentication,

add and edit meta-data. All changes are documented and the follow audit trail is visible.
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Additionally, at least three roles are provided (each has the permission of the previous

one):
[ ]
[}

Editor (public): Can see, approve and manage public reports.
Approver (confidential): Can see/manage/approve non-public reports

Administrator: Can delete reports and provide permissions.

34. A user with the “Confidential Approver” role can review non-public submitted reports

based on the checklist provided in the appendix and give the final approval. The solution

supports the user and documents that all checklist items passed or failed.

Supporting processes (e.q. EFRAG secretariat reviewing & approving a submission)

35. This document underlies procedural steps and not exclusively system flows. However, the

system is supposed to support the users in completing the workflows.

Checklist to be completed before accepting authenticity of a report

36. A manual or semi-manual checklist needs to be completed for each report submission, in

particular for unstructured reports like PDFs. However, the checklist should be simple and

clear, so thatinterns or junior secretariat members could perform it in less than 10 minutes.

37. The checklist should be tool-supported, e.g. showing and saving the checked items per

report.

a)

b)

d)

22 June 2026

The report contains an ESRS or VSME (based) report, including a statement that
claims compliance with those disclosure requirements. For XBRL reports, this step
can be automated. Reports might include other disclosures (annual financial

statements, etc.)

The structured (XBRL) report is technically complete and valid (see above). Non-
structured reports (like PDFs) are sound and seem complete, thus checking the

table of content to match the standard.

The company exists, which is confirmed with the LEI or other identifier like EUID,
and if not existing, it must be present in business registers of the corresponding

country.

The person submitting the report has a confirmed e-mail address associated with

the company URL.

The person itself has a grade that should give him/her the permission to share

such a report, like CFO, CEO, Investor relations.
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38.

39.

40.

41.

f) The remaining meta-data provided by the submitter is checked and confirmed or
corrected/added.
g) If the report is publicly available, it is confirmed that the file available online is the

same one as submitted (compare file properties, last changed, creation date, etc).

Step a can be automated for XBRL reports. Step b-c can be skipped for reports using a LEI

as entity identifier. Step e and f can be skipped for digitally signed reports with vLEI.

If one of the check fails, or if there is any doubt, EFRAG secretariat could contact the person
and/or the company that submitted the report to clarify (this needs to be part of the terms
and conditions when submitting reports). The checklist process could be partially

completed with Al.

The checklist must be implemented in a way, that the EFRAG Secretariat can edit and add

checks and check descriptions if need.

Reports failing the basic checklist are not processed further, neither distributed nor

published.
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Technical Appendixes

Appendix I: Technical Requirements

The following technical requirements have been partially retrieved with the help of an LLM (Al)
from the user stories above and might be incomplete or wrong. The term MUST indicate that the
requirement is important and mandatory to be implement, but could be provided in different
phases. The term SHOULD or MAY is used to indicate optional and nice-to-have features.

1. General System Architecture
No. Requirement
1.1 The system SHOULD be implemented as an integrated part of the existing, web-based EFRAG
Knowledge Hub (using a single login). This means, that the same requirements on architecture,
performance, accessibility, optimisation for mobile devices, Ul, IP and ownership, translation
capabilities, backups, etc. apply as in line with the original tender agreements signed on the initial

Knowledge Hub implementation project.

1.2 The system MUST follow a modular, service-oriented architecture, with a login area, a backend and
APls, and MUST enabling phased delivery.

1.3 The system MUST provide a centralized repository with a generic, extensible data model.
1.4 The system MUST expose RESTful APIs for all core functionalities, similar to the existing KH API.

1.5 The system MUST comply with SLA and maintenance agreements with the provider of the
Knowledge Hub.

1.6 The system MUST integrate the VSME Digital Template to XBRL Converter running on
https://xbrl.efrag.org/convert. The implementation of the interface can be done by an EFRAG
contractor already working on it.

1.7 The system MUST ensure scalability, high availability, and performance under concurrent usage.
1.8 The system MUST have a user interface that is available in all EU languages.
2. Data Model & Metadata Management
No. Requirement
2.1 Core Report Entity

2.11 Each report MUST be uniquely identified by ReportSubmissionld.

2.1.2 The system MUST implement all metadata fields as defined in the specification.
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2.1.3 Mandatory fields MUST be enforced at Ul and API level.

2.2 Metadata Fields (Enforced): The system MUST support and validate at minimum the fields
provided in Appendix Il, whenever possible.

2.3 Data Types & Validation

231 The system MUST enforce:

e ISO date formats
e ISO country and language codes
e Controlled vocabularies for fixed lists (e.g. report types)

2.3.2 The system MUST support admin-configurable enumerations.

233 The system MUST validate:

e  Reporting period consistency

e Identifier format (LEI, EUID, etc.) whenever possible.

e  XBRL reports (Arelle API exists already, used in the XBRL converter)
e Digital signatures (if present)

2.4 Data Relationships

2.4.1 The system MUST enforce referential integrity at least for those entities:

e UserID - User table
e  PreviousReportSubmissionld - Report table

Additional relations might be needed to model the desired functionality.

2.4.2 The system MUST maintain separate linked tables for:

e  Checklist results
e Distribution/receivers
e  File storage (optional abstraction layer)

2.5 File Management

2.5.1 The system MUST support:
e  PDF, XLSX, XBRL formats

2.5.2 The system MUST store files as:
e Binary OR external storage reference

253 The system MUST:

e  Maintain file hashes
e  Support compression
e Support versioning

3. User Management & Roles

No. Requirement

3.1 The system MUST use the Knowledge Hub authentication system.
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3.2 The system MUST implement RBAC with at least the following roles:

e Submitter

e  Public User

e Data Receiver
e Approver

e  Administrator

3.3 The system MUST store and validate:

e SubmitterRolelnOrganisation
e Organization linkage

3.4 The system MAY support organization-level accounts for receivers.

3.5 The system MUST require approval of data receivers by EFRAG.

3.6 Access Control & Visibility Rules

36.1 The system MUST enforce state-based access control for reports depending on:

e Report lifecycle state
e Report visibility (public / confidential)
e User role

3.6.2 The system MUST implement an explicit visibility matrix covering at least:

e Submitter
EFRAG Editor / Approver / Administrator
Public registered user

Approved data receiver

Integrated national platform

3.6.3 The system MUST ensure that:

e Reports in state Submitted or Under Review are only visible to:
o The submitter
o Authorized EFRAG staff

e Approved public reports are visible to:
o Allregistered users (subject to entitlements)

e Approved confidential reports are visible only to:

o EFRAG
o Explicitly selected and approved receivers

4. Report Submission

No. Requirement

4.1 The system MUST support:

e Manual upload (Ul)
e  APl-based submission
e  XBRL converter integration (via API)
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4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

4.10

Generation of a link that the submitter of the report, that can be shared to provide and invite
subscribed users to download the report (once authenticity is approved by EFRAG).

The system MUST enforce mandatory metadata before submission.

The system MUST require:

e Authorization declaration by submitter
e Acceptance of terms (incl. contact for validation)
e Run an anti-virus/malware detection (e.g. using ClamAV) on files submitted.

The system MUST support submission types:

e Confidential (EFRAG-only)
e Public
e Confidential, but with the permission to forward to certain selected receivers.

The system MUST auto-populate as many fields as possible, and at least:

e ReportSubmissionlid
e UploadDate
e UserlD

Support auto-extraction from:

e The system MUST extract (or receive via API) datapoints from the XBRL reports (mandatory
where possible, e.g. using the APl from the XBRL Converter/Arelle)
e The system MAY support Al-assisted extraction for PDFs

The system MUST send submission confirmation notifications via mail and in a notification system
of the web frontend. The notifications via mail can be bundled and sent on a regular basis (e.g.
every hour).

The system MUST require explicit consent from the submitter including:

e Confirmation of authorization to submit the report
e Acceptance of Terms & Conditions
e Acceptance of Privacy Notice

The system MUST store, per submission:

e Version identifier of the Terms & Conditions
e Version identifier of the Privacy Notice
e Timestamp of acceptance

The system MUST support managing multiple versions of legal texts without invalidating historic
submissions.

5. Report Lifecycle & Versioning

No.

Requirement
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5.1

5.2

5.3

5.4

5.5

5.6

The system MUST support lifecycle states:

e Submitted, Under Review, Approved, Rejected, Withdrawn/Replaced

The system MUST enforce validation before approval.

The system MUST support:
e Withdrawal
e Replacement (new version)
The system MUST:
e Link versions via PreviousReportSubmissionld
e Maintain full version history
Withdrawn reports MUST:
e Be hidden from public access

e Remain internally accessible

The system MUST update approval metadata automatically.

6. Validation & Checklist Engine

No. Requirement
6.1 General

6.1.1 The system MUST provide a tool-supported checklist workflow.

6.1.2 The system MUST automate the checks as much as possible, and guide the user in a way that it is
ideally able to complete the checklist be completable in <10 minutes.

6.1.3 The system MUST store checklist results per report with timestamps and usernames. Visual icons
or colours can be used for different status steps or actions needed.

6.1.4 The system MUST enable to add/edit checks in the backend and define colour, icon and description

per checklist item

42. 6.2 Checklist Items: The system MUST implement the following validation steps

6.2.1

6.2.2

6.2.3

ESRS/VSME compliance claim verification

Report completeness:

e XBRL (semi-automated)
e PDF (manual structure check)

Entity existence validation:

e LEI (automated where possible)
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e Business registers for EU ID and national IDs
o If no automated check is possible, the system should guide the approver to do the steps

manually
6.2.4 Entity consistency validation (report vs external sources)
6.2.5 Submitter email-domain verification
6.2.6 Submitter role authorization validation
6.2.7 Public report consistency check (file vs online version)

43. 6.3 Conditional Logic

6.3.1 The system MUST skip steps where applicable:

e LEl present
e vLEl signature present

6.3.2 The system MUST auto-complete:

e XBRL validation steps

44. 6.4 Al Assistance

6.4.1 The system SHOULD support Al-assisted:

e Content recognition
e Completeness checks
e Data extraction
6.4.2 Al outputs MUST require human confirmation.

45, 6.5 Validation Enforcement

6.5.1 Reports failing checklist MUST NOT be:

e Published
e Distributed

6.5.2 Override MUST require administrator justification.

46. 6.6 Validation Results & Labels

6.6.1 The system MUST store machine-readable validation indicators, including:

e Structured report validated
e Checklist completed
e Digitally submitted via converter

6.6.2 The system MUST allow visual indicators (badges/labels) in the Ul reflecting validation status.
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6.6.3 Validation indicators MUST include a disclaimer that they do not constitute assurance or
certification.

7. Backend Administration

No. Requirement

7.1 The system MUST provide a backend Ul for report management.

7.2 The system MUST support:

e CRUD of reports.

MAY have a mass import via Excel or CSV.
Metadata editing

Checklist execution

Approval workflows

7.3 The system MUST provide role-based capabilities:

e Editor
e Approver
e Administrator

7.4 The system MUST support checklist Ul with:

e Pass/Fail/Skip
e Comments

e Progress saving

8. Public Repository & Search

No. Requirement
8.1 The system MUST provide a public repository for registered users.
8.2 The system MUST support filtering by all relevant metadata fields, at least:

e Entity, country, sector
e Financial and non-financial extracted metrics (Revenue, Assets, Number of Employees)
e Report type

8.3 The system MUST support:

e Full-text search
e Sorting

8.4 The system MUST allow:

e Single download
e Bulk download (ZIP)

8.5 The system MUST support full-text search, taking into account:
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8.6

8.7

e Report language
e lLanguage-specific indexing
e Metadata normalisation

The system MUST support storing and searching metadata values, where available.

If possible, the system SHOULD support translating search queries and meta-data when the user
and report language are not similar.

9. Distribution & Receivers

No.

9.1

9.2

9.3

9.4

9.5

9.6

9.7

9.8

9.9

Requirement

The system MUST allow submitters to select receivers.

The system MUST maintain an approved receiver registry.

The system MUST support:

e Public distribution

e Confidential distribution

The system MUST provide:

e APl access
e RSS feeds

The system MUST notify receivers of available reports.

The system MUST log all distribution events.

The system MUST provide a receiver-facing interface allowing approved receivers to:

e View all reports available to them
o Filter reports by metadata
e Download individual or bulk reports

Receivers MUST be able to configure:

o Notification preferences
e Access method (pull / API / RSS)

The system MUST log receiver access events, including:

e Receiver identity

e Report accessed

o Timestamp

e Access method (Ul / API)
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10. External Integration with national platforms, initiatives and banks (receivers)

No.

10.1

10.2

10.3

104

10.5

10.6

Requirement

The system MUST expose dedicated APIs for:

e Inbound submission from receivers
e Qutbound retrieval of reports by receivers

The system MUST support event-based notifications (webhooks or equivalent) for:

e Approval

e Rejection

o Withdrawal
e Replacement

The system SHOULD enable metadata mapping and validation rules to ensure compatibility
between:

e Receiver data models
e KH report metadata model

External receiver platforms MUST be onboarded through an approval workflow managed by
EFRAG.

The system MUST enable lookup of company information through BRIS, and extract data possible
from this platform.

The system SHOULD enable translation of non-English of meta-data or full reports, e.g. through a
third-party translation service or Al.

11. Data Extraction & Enrichment

No.

11.1

11.2

Requirement

The system MUST extract structured data:

e Revenue (Turnover)
e Assets
o Number of Employees

Extracted data MUST be:

e Editable
e Flagged (manual vs automated)

12. Notifications & Communication

No.

12.1

Requirement

The system MUST send notifications for (via mail and in the Ul):

e Submission
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e Approval/rejection
e Withdrawal
e Distribution

12.2 The system MUST allow reviewer-triggered contact requests.

12.3 The system MUST log all notifications.

13. Security & Compliance

No. Requirement

13.1 The system MUST enforce access control for confidential data.

13.2 The system MUST ensure GDPR compliance.

13.3 The system MUST:

e Encrypt data at rest and in transit
o Validate digital signatures
e Use virus/malware detection for files submitted

13.4 The system MUST log all access and actions.

14. Audit, Logging & Data Governance

No. Requirement

14.1 The system MUST maintain full audit trails:

e Metadata changes
e Checklist actions
o Workflow decisions

14.2 The system MUST provide audit views per report.

14.3 The system MUST provide data quality monitoring:

e Missing fields
e Validation errors

14.4 The system MUST support administrative overrides with justification.

14.5 The system MUST provide aggregated usage analytics, including:

e Downloads per report
e APl access volume
e Search activity?

14.6 Where personal data is involved, usage analytics MUST support anonymisation and opt out.
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15. Performance & Non-Functional Requirements
No. Requirement
15.1 The system MUST support concurrent users without degradation.
15.2 The system MUST ensure high availability per SLA.

15.3 The system MUST support large file uploads (e.g. 100 MB, files are typically much smaller, e.g.
500KB or 1,5MB).

15.4 The system MUST include monitoring and alerting.

15.5 The system MUST enforce differentiated retention policies for:

e Public reports
e Confidential reports

e Withdrawn reports

16. Payment, Entitlements & Monetisation
No. Requirement

16.1 The system MUST support entitlement-based access control allowing differentiation between:

e Free access
e Paid access
e Role-based access (e.g. Data Receiver — Paid)

16.2 The system MUST be technically compatible with the Knowledge Hub payment module (if
activated), including:

e Subscription-based access
e Perrole or per receiver pricing
e Time limited entitlements

16.3 The system MUST enforce entitlements for:

e Report downloads

e Bulk downloads

e APl access

e Automated distribution feeds

16.4 The system MUST maintain an audit trail of:

e Active subscriptions
e Entitlement changes
e Access blocked due to missing payment

16.5 Payment logic MUST NOT affect EFRAG internal access.
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17. Decommissioning, Archiving & ESAP Transition
No. Requirement
17.1 The system SHOULD support switching the repository to read-only mode.

17.2 The system MUST provide bulk export functionality for:

e Reports
o Metadata
e Distribution logs

17.3 The system SHOULD support automated forwarding of reports to external repositories (e.g. ESAP),
if configured.

17.4 The system SHOULD implement configurable data retention and deletion rules.
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Appendix II: Report Metadata Fields

The following non-exhaustive list must be used to define the meta-data saved and managed per

report. The metadata-fields can be understood as simplified database columns.

To be provided
by the

Y Mandatory/ L
Metadata name submitter and Datatype Description
validate by the Voluntary
secretariat
ReportSubmissionld M Unique | Aunique ID of the
ID report.
UseriD M Unique Foreign key: Unique
ID identifier of the user
submitting it
UploadDate M Date Date of the
upload/submission
EntityName Y M string Name of the reporting
entity
EntityShortName Y \Y} String If applicable, a second
name (short name) of
the entity, for search
purpose.
SubmitterRolelnOrganisation Y String E.g. CFO, etc.
Entityldentifier Y string Additional identifier,
e.g. LEl, EU ID, etc.
should be validated.
EntityldentifierType Y M Fixed list | LEI, EUID, PermID.
Should be extensible in
the admin panel, new
valid types could be
defined.
ConfirmedReportingEntityEUID M String The confirmed EU ID of
the company.
IsDigitialySigned Y M Bool
InformationOnCertificate String
EntityOperatingCountry M String (4 | Four-letter ISO country
chars) | code.
EntityAddress Y \Y String | The address of the
entity in the country.
ReportingPeriodStartDAte Y Date ISO Format
ReportingPeriodEndDate Y Date ISO Format

22 June 2026
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ReportFileBinary

CompanyWebpageUrl

DownloadLink

Language

ReportSource

ReportSourceld

SectorOrindustryCodes

TypeOfSectorOrindustryCode

ReportType

TaxonomyEntryPointsUsed

ReportContainsOtherDisclosures

ReportisAudited

PreviousReportSubissionid

22 June 2026

Binary

string

String

String
(two
chars)

String

String

Fixed list

Fixed list

String

Boolean

Boolean

Unique
ID

The report file itself,
ideally compressed.
Could also be a Foreign
Key to a file table.

Webpage of the
company

Public URL of the file
download of the report
(if available)

Two-letter ISO language
code.

This field can have
information on the
source of the report,
e.g. from the converter,
or manual file upload,
or received via API from
other sources.

If the source has a
unique identifier for the
report, it can be stored
here.

List of semicolon
separate sector/activity
codes

NACE, SASB, etc.

ESRS2023, ESRS2026,
VSME2025, etc.

If it is an XBRL report,
the entry points,
separated by a
semicolon if multiple.

If the report contains
other disclosures, e.g.
ISSB, financial
statements, this should
be set to true.

When the report is
assured by an official
assurance provider.

If the report replaces a
previous version, this
field should contain the
ID of the old report. Can
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IsPublic

AuthenticationApprovedBy

AuthenticationApprovedAt

RequestedDistribution

IsWithdrawn

Number of employees

Revenue

TotalAssets

22 June 2026

Bool

Date

Bool

Bool

Decimal

Monetary

Monetary

be null if no previous
submission exists.
Previous report versions
can only be provided
for

Drives the process and
permission system

User ID of the backend
user approved

Date of approval.

If true, the report must
be provided to the
distributor. The
receivers selected need
to be maintained in a
separate table?

Set to true if the report
is withdrawn by the
report submitter, which
will remove it from the
public repository.

Either extracted from
the report or manually
submitted/added in the
review process

Either extracted from
the report or manually
submitted/added in the
review process

Either extracted from
the report or manually
submitted/added in the
review process
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Appendix lll: Project plan, ownership and hosting requirements

1. Hosting and Ongoing Operation

Hosting
No. Requirement Priority
H-1 Hosting is provided by the contractor on EU-based infrastructure. Must
H-2 Hosting costs are to be quoted on a monthly basis to enable predictable  Must
budgeting. A fixed hosting price for a hardware, allowing EFRAG to calculate the
ongoing cost for the usage of the KH is preferred over a dynamic token-based
invoicing, that will lead to varying costs based on the usage.
H-3 A price indication for ongoing hosting operation must be submitted together with Must

the offer. A concrete hosting offer, based on the requirements measured during
the project, is to be submitted after project completion.

Maintenance, SLA, and Optimisation

No. Requirement Priority

H-4 A Service Level Agreement (SLA) is to be offered, regulating availability, response | Must
times, and maintenance windows.

H-5 A continuous maintenance and optimisation capacity is to be offered (regular | Must
fine-tuning, prompt optimisation, model evaluation, maintenance of the test
suite). The capacity is to be offered optionally as a monthly fixed allocation or on
an hourly basis.

H-6 For SLA agreements with an annual term, volume discounts on the reserved = Should
capacity are expected.

2. Delivery and Ownership Conditions
No. Requirement Priority

L-1 The technology developed for EFRAG, including the source code are provided at = Must
the end of the project, enabling EFRAG to independently develop and maintain
the system. EFRAG owns the full rights of the intellectual property. If parts of the
source code (or external modules) are integrated into the system, that require a
license and/or specific agreement to be used, those need to be listed in the
proposal including the detailed terms and conditions under which they are being
used, made available to EFRAG and under which restrictions.
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No.

L-2

L-4

L-5

Requirement

Open-source components used are documented with version, licence, and
source.

A technical administrator documentation (installation, update, backup, recovery)
is to be provided.

The public go-live (and final payment) will only happen after a successful
acceptance test, that ensures that no hallucinations and/or harmful responses
occur, that might damage EFRAG’s reputation.

EFRAG will initiate a forum with national initiatives and standard setters to
support and coordinate the integration of the national initiatives. Smaller changes
and finetuning of the technical specifications enabling the connection from
national initiatives (as per chapter 10 above) might result from the work of the
forum and must be covered by the proposal.

3. Schedule and Milestones

EFRAG targets the following timeline:

Milestone Timing

Project start August 2026

Start of internal testing phase Q4 2026

Start of extended testing phase / introduction = January 2027

phase

Start of productive operation Early 2027

Deviations are to be justified in the offer.

4. Architecture and Technical Integration Requirements

Priority

Must

Must

Must

Must

Overview of the technical requirements for the Knowledge Hub Assistant, derived from the

existing system architecture of the Knowledge Hub. The planned extension must follow this

architecture, as it ensures a unified codebase, prevents duplicate implementations and

guarantees long-term maintainability.

4.1 Technology Stack (mandatory)

The assistant must be based on the same technologies as the existing system in order to be

maintainable within the monorepo. The components listed are required in their native form; they

must not be implemented as wrappers around alternative integration shells. The goal is a unified,

harmonised architecture that consistently supports future maintenance, refactorings, and

version upgrades.
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Area Requirement
Backend NestJS 11, Node 22
Frontend (chat widget) Angular 21, standalone components (no NgModules)
Frontend (admin Ul) Angular 21, standalone components
SSR @angular/ssr + Express 5 (for all publicly accessible pages)
State management @ngrx/signals  SignalStore — no NgRx with

actions/reducers/effects

Language TypeScript 4.x, consistently strongly typed

Monorepo Nx 22 — all packages registered as Nx projects

4.2 Backend Structure (NextJS)

No. Requirement

4.2.1 Module Structure

4.2.1.1 Every new functional feature of the assistant must be implemented as a self-contained NestJS
module that follows the existing pattern:

apps/api/src/app/<assistant-feature>/
<assistant-feature>.module.ts
<assistant-feature>.controller.ts
<assistant-feature>.service.ts
<assistant-feature>.dto.ts
<assistant-feature>.model.ts « Sequelize model
trans-<assistant-feature>.model.ts < multilingual support

4.2.1.2 The new module must be registered in the application module file

4.2.2 Database Models

4.2.2.1 ORM: sequelize-typescript — all models inherit from Model<TModel, TCreate>

42.2.2 Every table requires a migration file and must be registered in the migration service

4223 Migrations must be executed automatically on API startup to ensure update capability — including
assistanth up and down migrations

4.2.3 Multilingual Support (translation patterns)

423.1 Table translations must be integrated into the existing translation system:
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e A Trans* shadow table is required for every translated entity
e Columns: FK to the main table, 1anguageId, translated fields, searchVector (tsvector)
e Resolution in queries via COALESCE (Trans*.column, *.column)
4.2.4 DTOs and Validation
4.2.4.1 Every APl endpoint receives a DTO with class-validator decorators

4.2.4.2 DTOs are stored in the <feature>.dto.ts file of the respective module

4243 No custom error handling — the global DatabaseErrorFilter and SentryGlobalFilter
apply automatically and must be supported

4.2.5 Rich-Text Content (Curated Answers)

425.1 If the assistant stores curated answers that contain formatted content:

e Content is stored as ProseMirror JSON (analogous to paragraph content)
e The existing ProseMirror schema must be used — custom schemas are not permitted

e The admin editor must use the existing RichTextEditorComponent

4.3 Shared Types and Interfaces

No. Requirement

4.3.1 APl interfaces

43.1.1 All new types, interfaces, and enums shared between APl and frontend belong in:

libs/api-interfaces/src/lib/
models/<entity>.interface.ts
consts/<enum>.enum.ts

43.1.2 They are re-exported via 1ibs/api-interfaces/src/index.ts. No duplicate type definitions
in APl and frontend.

4.3.2 Permissions

43.2.1 New assistant functions (e.g. "create curated answer") require new permission entries. No separate
rights system — only extend the existing one.

4.3.2.2 Register the namespace

43.2.3 Register the namespace together with the role-permission files and the corresponding permissions

4.4 Frontend Integration

No. Requirement
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44.1 Implementation must be done as an Angular standalone component

4.4.2 The component must be able to communicate with neighbouring and hierarchical components via
inputs and outputs

4.4.3 It must be SSR-safe: all window/document accesses must be guarded by isPlatformBrowser ()
or afterNextRender()

4.4.4 ChangeDetectionStrategy.OnPush must be set to optimise rendering

4.4.5 Access protection via the existing RequiresPermissionDirective from libs/shared-
components

4.4.6 All components must be lazy-loadable; the use of Web Components is not permitted

4.4.7 Chat Widget (Content App)

4..4.7.1  This component will be embedded by us into the interactive view in order to expose the assistant
to end users.

4.4.8 Admin Ul (Assistant Management)

4.4.8.1 New admin pages (e.g. for managing curated answers) follow the existing pattern:

apps/admin/src/app/<assistant-feature>/
<assistant-feature>-index.component.ts
<assistant-feature>-index.store.ts < @ngrx/signals signalStore
<assistant-feature>-edit/
<assistant-feature>-edit.component.ts
<assistant-feature>-edit.store.ts

4.4.8.2 Permission guards must be used to secure the APl endpoints

4.4.9 State Management

4.4.9.1  Exclusively @ngrx/signals signalStore() — no classic NgRx store, no BehaviorSubject,
no custom state management

4.4.9.2 Stores are route-scoped (registered as providers on the route), not global

4.5 Authentication and Authorisation

No. Requirement

4.5.1 No separate user management — exclusively use the existing Users table and the role/permission
system
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4.5.2 The assistant backend authenticates via POST /auth/login (email/password) as a dedicated
service account

45.3 Token rotation: POST /auth/refresh before expiration of the accessToken

4.5.4 Microsoft Entra ID (Azure AD) must not be used for the assistant service account — only local JWT
authentication

4.5.5 Subscription status (Pro access) must be considered in the retrieval logic

4.6 Deployment

No. Requirement

4.6.1 The assistant stack is added as additional services to the Docker Compose stack

4.6.2 All new containers attach to the existing backend_network Docker network

4.6.3 Routing is configured via Traefik using label configuration

4.6.4 Container images are built via the existing GitLab Cl pipeline (Kaniko, custom registry)

4.6.5 Secrets are passed as Docker environment variables or via env_file — no separate secret
management

4.7 Content Update Pipeline

No. Requirement

4.7.1 The assistant index must be updated whenever content changes
4.7.2 A suitable event system (webhooks, message queue, or equivalent mechanism) must be proposed
by the contractor and implemented as an extension of the existing APl module. An isolated solution

outside the existing API architecture is not permitted

4.8 General Framework Conditions

Requirement Rationale
No separate user management All identities must be stored centrally
No separate auth service JWT and Entra are system-wide and uniform
No separate CSS framework Angular Material + existing SCSS system
No separate search index PostgreSQL FTS is the sole search infrastructure

for existing content; an additional projection
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into a vector database / knowledge graph is
required for the assistant

No NgModules The system is fully migrated to standalone

components

Reuse of the existing ProseMirror schema ' No custom rich-text format

Up/down migrations for all DB changes Automatic schema management on startup

EU data residency All data remains on EU infrastructure (existing

hosting agreement)

5. Offer Submission Notes

The offer is to be submitted with the following components:

Description of the solution approach including architecture and illustrative examples
Detailed project and phase plan with milestones, effort, and duration

Cost calculation for development, hosting, and maintenance/SLA, including a price
indication for ongoing hosting operation

Evidence of experience with the existing EFRAG Knowledge Hub, or a concept of how the
Hub-specific expertise will be built up

Description of the hosting concept including EU data sovereignty
SLA proposal including maintenance capacity and hourly rates for additional services
Documentation of the security mechanisms for virus/malware protection

Confirmation of compliance with all Must-criteria from this document



